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Mr. Turow’s comments addressed Internet privacy issues, and he provided a copy of a
June 2003 report from the Annenberg Public Policy Center entitled “Americans and Online
Privacy, The System is Broken.” Since 2000, he has studied the intersection of marketing,
media, and society.

People’s behavior on the Internet. While people are nervous about their privacy on the
Internet, they don’t take steps to protect their privacy. Mr. Turow said that people are busy and
confused and not knowledgeable about the intricacies of what goes on behind their computer
screens. The great majority of people do not understand the collection and sharing of personal
information or the mixing of data from various sources to develop consumer profiles.

People want to rely on laws that systematize privacy policies. A consistent format is
important. Standardized language with real meaning is useful. For example, most people do not
know what “affiliate” means. He suggested using hyperlinks to more explanatory material, such
as for definitions, since people don’t have time to pore over difficult material.

June 2003 Report. The Annenberg report finds that “57% of U.S. adults who use the
Internet at home believe incorrectly that when a website has a privacy policy, it will not share
their personal information with other websites or companies.” Mr. Turow remarked that the first
paragraph in any privacy policy is the “short notice.” Currently, this opening paragraph in a
notice does not tell consumers what a company’s privacy practices are.

Mr. Turow sees two broad trends in marketing: (1) targeting consumers and (2) customer
relationship management. Both of these require gathering enormous amounts of information
about consumers. Certain types of marketing, such as permission-based marketing, require
consumers to be more informed or knowledgeable than they are.

Mr. Turow also pointed out that there are different definitions of privacy depending on
one’s perspective: (1) the individual loss of privacy; (2) the societal loss of privacy; and (3) the
right to be left alone, for example, from spam.

Goals of the notice. Mr. Turow said that a notice should include information about any
application or use of personal information without a person’s knowledge, including tracking a
consumer online or buying information about that consumer from others, and disclosure of that
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information to a third party. He said that trust has to be reciprocal, but observed that trust is a
complicated concept, one that all marketers long for but have to subvert in order to sell products.
Mr. Turow said that institutional trust is important. With the Internet now a major force in
society, he cautioned there is a real danger for society where people are worried about using the
Internet and don’t trust it, even though they deal with it daily. This results in an extremely
corrosive situation, where one doesn’t trust the institution but has no choice about its use.



It turned out that among all the variables, only the time spent online (specificaly, weekly
versus daily and spending more than one hour on the internet) could be seen to impact
involvement with privacy tools. Our statistical technique indicated, however, that even
these variables predicted only 7% of the factors that drive experience with them Overall,
our model accounted for just 11% of the variance and so explains little about why certain
individuals learn a number of ways to control their information online and others do not.

internet, and spending minutes vs. hoursonline. Linear relationships were test for age and income.
Curvilinear relationship was also tested for age.
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AGREEING WITH STRAIGHTFORWARD SOLUTIONS

Possibly because of their ignorance of what happens to their information online and how
to control it, adults who use the internet at home agree widely and strongly when
presented with solutions that let them know straightforwardly what is going on.

They strongly support regulations that force more disclosure from online entities. We
have already seen in Table 3 that 95% of adults who use the internet at home agreed or
agreed strongly that they should have the legal right to know everything websites know
about them. 92% agreed or agreed strongly that teens should be required to get their
parent’ s consent before giving out information online. The table does not reflect the
intensity of those answers. 86% percent agreed strongly with the first proposition and
76% agreed strongly with the second. 80% also agreed strongly and an additional 14%
simply “agreed” with the statement, not presented in Table 2, that “websites should be
required to ask my permission before sending ads to me.”

The respondents also agree that government regulations would be effective if they gave
people leverage with online entities to control informationabout themselves. That
sentiment came through in a series of questions toward the end of the interview. Asthe
next-to-last questions before requesting basic demographic information, we asked about
three potential policies in the following way:®

COMPANIES SOMETIMES COMBINE ALL OF THE PERSONAL INFORMATION THEY
COLLECT ABOUT YOU FROM YOUR ONLINE ACTIMITIESAT DIFFERENT SITESINTO A
PROFILE OF YOU WITHOUT YOUR KNOWLEDGE ORCONSENT. PLEASE TELL MEIF
YOU THINK A LAW THAT REQUIRESWEBSITE PRIVACY POLICIESTO HAVE
UNDERSTANDABLE RULESAND THE SAME FORMAT WOULD BE VERY EFFECTIVE,
SOMEWHAT EFFECTIVE, NOT VERY EFFECTIVE, OR NOT AT ALL EFFECTIVEWAY TO
REGULATE THESE ACTIVITIES.

[AFTER THE ANSWER:] HOW ABOUT A LAW THAT REQUIRES COMPANIES THAT
COLLECT PERSONAL INFORMATION ONLINE TO HELP PAY FOR COURSES THAT
TEACH INTERNET USERSHOW TO PROTECT THEIR PRIVACY ONLINE?

[AFTER READING THE CHOICES AND GETTING THEANSWER] HOW ABOUT A LAW
THAT GIVES YOU THE RIGHT TO CONTROL HOWWEBSI TESUSE AND SHARE THE
INFORMATION ABOUT YOU? [ READ CHOICES AND GET ANSWER.]

As Table 8 indicates, broad support emerged for al three policies. There is an important
difference, however, in the response to the third policy inrelation to the first two.

35 The policiesin italics were actually rotated so that different respondents received them in a different
order. The actual last question before soliciting the demographic information was “when the current
generation of teenagers in America reaches adult hood, do you think it will be much more, alittle more, a
little less or much less concerned about protecting information collected online than adults today?”
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Compared to alaw that would help them learn how to control their privacy, substantially
more of those interviewed believed that |egislation requiring easy-to-understand rules and

the right to control information would be “very effective.” Although people do not

dismiss the possibility that formal learning about privacy tools can help society deal with
information control, they seem to believe that government and corporate action that helps
them learn straightforwardly what is going on is preferable.

Table 8. Among adults who go online at home, the percentage
responsesto the policies probable effectiveness

How Effective?*

Very Somewhat Neither Not Not
% % Effective Very | at All
nor % %
I neffective*
%
A law that requires website policies to have
easy to understand rules and the same format.
(N=1200) 40 46 0.5 8 4
A law that givesyou theright to control how
websites use and share the information they
collect about you. (N=1200) 41 43 0.5 10 5
A law that requires companies that collective
personal information online to help pay for
courses that teach internet users how to |
protect their privacy online. (N=1200) 28 46 0.5 15 10

* Those small numberswho said “don’t know” (2% and less) are not included. The people who said
“neither effective nor ineffective” volunteered that answer.
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CONFLICTED ABOUT WHETHER INSTITUTIONSWILL HELP

Y et online-at-home adults feel conflicted about whether the government or key corporate
institutions will help them with their information privacy or take it away. We learned
that by comparing two related sets of answersin our interviews. Each set asked about the
same six institutions—the respondent’ s internet service provider (ISP), banks or credit
card companies, major advertisers, Microsoft®°, privacy protection software, and “the
government.” We asked the person interviewed to “think about your ability during the
next five years to control personal information online.” In the first question set, the
respondent was asked for every institution to note on a*“on ascale of 1 to 5, with 5 being
most important and 1 being least important, how important arole” that institution “will
play in helping or teaching you to protect your information online.” 1n the second set, for
every ingtitution the respondent was asked to note on a*“on ascale of 1 to 5, with 5 being
most likely and 1 being least likely, how likely will” that institution “be to release or
share information about you by accident or on purpose without your knowledge or
consent.”

Table 9 lays out the average (mean) answers on the scale of 1 to 5 that each institution
received for each question. In the interviews, numbers 1 and 2 indicated low levels of
importance on the set of questions about the institution’s role in protecting information.
The numbers also indicated low levels of likelihood on the set of questions about the
ingtitution’s likelihood to disclose information. 4 and 5 indicated highlevels of
importance or likelihood. We interpreted aresponse of 3 to mean neither high nor low.

As Table 9 indicates, adults who go online at home tend to consider major advertisers the
least important of the six ingtitutions to help them protect their information and the most
likely to disclose it without consent. The adults also tend to see makers of privacy
protection software as the most important of the six institutions to help them protect their
information and the least likely to disclose it without consent.

The findings about advertisers and makers of privacy protection software are not really
surprising. Concern about spam, the popular press focus on marketers use of cookies
on the web, and along history of distrust of advertisersin U.S. society make it logical
that people would consider them least helpful in protecting information and most likely to
discloseit. Similarly, constant injunctions in the press about the importance of virus
protection software have given that part of the internet industry a favorable image that
may well have rubbed off on “privacy protection software makers.” It should be noted—
and the means suggest—that these sentiments were by no means unanimous. Only 45%
of the respondents indicated through a 1 or 2 that advertisers would be unimportant to
helping protect their privacy. 32% thought they would be important (a4 or 5), while
21% believed neither. And, while 64% did agree that advertisers would likely share their
information, 17% said it was unlikely and 18% said neither. Roughly the same

38 Though it is only one company, Microsoft’s fundamental influence on the digital world led us to include
it here even though our other examples were groups of organizations.
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numbers—but reversed for the two questions—apply to the privacy-software

manufacturers.

Table9: How important will institutions be for helping protect your information?
How likely will institutions be to release your information?

Mean Mean | Difference | Effect
Response | Response | Between | Sze
on on Means
Protect | Release

Major advertisers (N=1175*1185) 2.78 3.79 -1.01 -.88
Microsoft (N=1165* 1156) 3.45 3.20 .25 .10
The government (1179*1171) 3.53 3.26 .27 .24
Banks/credit card companies (N=1189*1181) 3.75 3.32 .43 .34
Internet service providers (N=1189* 1183) 3.68 3.19 .49 A7
Makers of privacy protection software (N=1177* 1165) 3.86 297 .89 1.18

On “protect”: 5is“ most important.” On*“release”: 5ismost likely. See text. The meansin every pair are
statistically significant using the paired-samplest test. Standard deviations going down the first column of
meansare 1.471, 1.331, 1.382, 1.390, 1.247, and 1.164. Standard deviations going down the second
column of means are 1.371, 1.284, 1.411, 1.413, 1.283, and 1.350. The different N for each variable and
column reflects that “don’t know” and “refused” were not calculated in the means.

Lack of homogeneity in these answers also applies to the other institutions in Table 9.
What is particularly noteworthy about Microsoft, the government, banks/credit card
companies, and internet service providers, however, isthat al their means in the table
exceed 3 (that is, they fall in the “important” and “likely” range) on both the first and
second of questions. Moreover, the differences in these means, while statistically
ggnificant, are small—lessthan .5. Their effects size, a widely accepted measure of the
extent to which these differences between means really make a difference, range from
relatively small (for Microsoft and the government) to small-to-moderate (banks/credit
card companies and internet service providers).*’

Taken together, these findings indicate two related points. First, respondents tend to rank
the ingtitutions as somewhat more important for protecting their information as for having
the likelihood to disclose it. But two, the effect sizes reflect that the proportions of
respondents who believe the institutiors are important for helping them protect their
information are not that different from the proportions who believe that they will likely
disclose their information without people’ s knowledge or consent. An example with
percentages might make the point a bit clearer: While 51% of the respondents said that
the government would be important to helping protect privacy, 44% said that the
government would likely disclose information about them.

An obvious question then arises: What proportion of respondents believes both? That is,
how many suspect an institution that actively helps them pursue their privacy concerns
also surreptitiously discloses their information? By contrast, how many respondents trust

37 The effects size was cal cul ated by dividing each mean in the pair by its standard deviation (to standardize
it) and then subtracting the resulting two numbers.
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an ingtitution to actively help them pursue their privacy concerns without then disclosing
their information? And more: How many do not trust the institution to help them, are
caught in a conflict about the institution’s information protecting and disclosing
activities, or for some reason have not formed a strong opinion on the relationship
between the institution and their privacy?

To answer, we created a new variable that merged the answers to the two sets of
guestions on each ingtitution. If a respondent answered that an institution would be
important in helping to protect information online and then said it would be unlikely to
disclose information, we considered that the person trusts the institutionto actively help
with information privacy. If arespondent answered that the institution were unlikely to
help in protecting information but then said it would be likely to disclose information, we
considered that the person does not trust the institution to actively help with information
privacy. If the person indicated that the institution was “unimportant” with helping to
protecting information and “unlikely” to release it—or “neither”—we considered the
respondent felt neither trusting nor untrusting toward the institutionwhen it came to
information privacy. Finally, if the respondent indicated that the institution would be
important in helping to protect online information but then also indicated that the same
institution would likely disclose personal information, we considered that person
conflicted.

Table10: Trust / distrust that institution will help protect information online and
not release it without knowledge or consent.

Distrust | Neither Trust Conflicted

% % % %
Major advertisers (N=1198) 40 A 4 23
Microsoft (N=1189) 15 50 12 23
The government (N=1191) 17 43 13 26
Banks/credit card companies (N=1198) 16 35 18 31
Internet service providers (N=1196) 16 35 18 31
Makers of privacy protection software 8 45 25 23
(N=1188)

Thedifferent N for each variable reflects when respondents said “don’t know” or “refused” on both
“protect” and “release.” See text.

Table 10 presents the results of thisanalysis for al six institutions. 1t shows that with the
exception of major advertisers, straight trust or distrust is not the mode when it comes to
information privacy. Between one-third and half of the respondents simply sit on the
fence, not believing that they can trust or distrust an institution when it comes to privacy.
Between one-third and one quarter of the rest are conflicted about how these key
institutions of the digital world relate to their privacy. They seem to fedl that while
institutions will help them with control their informationonline, those same institutions
(or other parts of them) will also take that information privacy away.
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CONCLUDING REMARKS

The findings in this report must be dispiriting for those who believe in giving citizens the
wherewithal to control their information on the internet. We found that despite their
strong concerns about online privacy, most adults who use the internet at home
misunderstand the purpose of a privacy policy. Just asimportant, our findings indicate
that despite fairly wide awareness that websites collect information about them, adults
who use the internet at home are fundamentally unaware of dataflow: how organizations
glean bitsof knowledge about individuals online, interconnect those bits, link them to
other sources of information, and share them with other organizations.

This ignorance of data flow stands at the heart of the imbalance of power that currently
exists when it comes to controlling personal information online. In many ways, it is the
ability to mine and manipulate data about individuals that makes interactive digital media
such as the internet so attractive to marketers and governments. The activity isin relative
infancy, but it is likely to grow enormously in presence and profits during the coming
decades. Marketers and media firms, for example, see increased sophistication in real-
time transactional databases as critical to the success of audience targeting, content-
tailoring, and customer relationship management activities of the twenty-first century. 3

When consumers are unaware of the data flows that take place behind their screens, they
cannot really engage in the kinds of informed cost-benefit analyses that writers such as
Alan Westin suggest take place when consumers “pragmatically” give up information
about themselves. What consumers can’t evaluate are the costs involved when marketers
or governments hitch seemingly trivial information the consumers have allowed them to
track, such TV viewing habits or fashion interests, to other knowledge in order to create
powerful profilesabout them Correct or not, the profiles can impact people’s livesin
ways they can’'t control for lack of knowledge. Online and offline media might change
content depending on what the media firms and their advertisers “know” about them.
The consumers might receive different ads and different discounts than they had in the
past. Government agencies might pay more or less attention to them than to others.

This study found that when adults who use the internet at home are brought face-to-face
with a common approach to collecting, interconnecting and using their online
information, they overwhelmingly reject it. It is aso important to note, however, that
these people don’t go out of their way to learn what is going on with their online
information. 64% say they have never searched for instructions on how to “protect
information” about themselves on the web. Large percentages of online-at-home adults
have little, if any, experience with basic internet privacy tools.

Why haven't these people tried to understand what happens to their information online
and what to do about it? One reason may simply be that they have many other things to

38 See Joseph Turow, “Marketing Trust and Surveillance in the New Media World,” presented at The New
Palitics of Surveillance and Visibility conference, University of British Colunbia, May 23-25, 2003.
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do—56% are parents of a child under age 18, for example. Our survey also suggests a
more basic, though related, reason: so far, they personally haven't suffered from it.

Recall that 82% of those interviewed said they had never had an incident where they
worried about something a family member told a website. Recall, too, our finding that
77% of the respondents said that the more years they have the web, the more interesting it
becomes. Add to those findings both a misperception that all privacy policies provide at
least some security and the fact that data flows take place invisibly, behind the screen,
while a person is engaged with what is on it. In this context, it is not at all difficult to
understand why adults who say they are concerned about the collection of information
online without their permission nevertheless know and do little about it.

Based on these findings, one wonders whether it is redlistic to believe that most
American consumers can be educated successfully about ways to protect their online
information. The ignorance we found comes at a time when news and entertainment
media constantly din people about online dangers. Moreover, there are currently many
places online and off for people to learn about privacy protection tools. It may be that it
will take a data- gleaning disaste—with publicity matching that of Enron’s meltdown—to
energize peopleto learn how to control their information An alternative view is that
technologies to extract and manipulate information about audiences for digital interactive
media are becoming ever-more complex. Competitors vie with each other for the best
approaches while trying to get around privacy-enhancing technologies. Perhaps it may
be too much to expect ordinary people to keep up. It seems clear that, at the very least,
that people need active help in protecting their information.

From that standpoint, it is particularly disconcerting that we found that such a small
percentage of adults who use the internet at home trust key internet-related institutions to
actively aid them protect their information while not also disclosing it without their
consent. The largest percentage claims no strong stance on the subject—they neither
trust nor distrust—while the second-largest proportion believes that institutions talk
differently from different sides of their mouths: one side helps protect personal
information while the other accidentally or purposefully releases personal information to
outsiders without permission.

Adults who use the internet at home, then, know that they do not have the knowledge to
control their information and are not sure whether major entities who have that
knowledge will act in consumers’ best interests. It therefore makes sense that when
offered policy choices our respondents overwhelmingly agree with solutions that let them
know straightforwardly what is going on. They strongly support regulations that force
more disclosure from online entities. They also strongly agree on the effectiveness of
government regulations that give people leverage with online entities to control
information about themselves.

Bringing together this study’s findings suggests that three policy initiatives are needed to
address citizens' desire to control their information in direct, straightforward ways:



Firgt, federa legidation ought to require all websites to integrate the P3P
protocols into their privacy policies. That will provide a web-wide computer-
readable standard for websites to communicate their privacy policies
automatically to people's computers. Visitors can know immediately when
they get to a site whether they feel comfortable with its information policy.
An added advantage of mandating P3P is that the propositiona logic that
makes it work will force companies to be straightforward in presenting their
positions about using data. It will greatly reduce ambiguities and obfuscations
about whether and where personal information is taken.

Second, federa legidation ought to mandate data- flow disclosure for any
entity that represents an organization online. The law would work this way:
When an internet user begins an online encounter with a website or
commercial email, thet site or email should prominently notify the person of
an immediately accessible place that will straightforwardly present (1) exactly
what information the organization collected about that specific individual
during their last encounter, if there was ore; (2) whether and how that
information was linked to other information; (3) specificaly what other
organizations, if any, received the information; and (4) what the entity expects
will happen to the specific individual’s data during this new (or first)
encounter. Some organizations may then choose to allow the individuals to
negotiate which of forthcoming data-extraction, manipulation and sharing
activities they will or won’t allow for that visit.

Third, the government should assign auditing organizatiors to verify through
random tests that both forms of disclosure are correct—and to reveal the
results at the start of each encounter. The organizations that collect the data
should bear the expense of the audits. Inaccuracies should be considered
deceptive practices by the Federal Trade Commission.

The three proposals follow the widely recognized Federal Trade Commission goals of
providing users with access, notice, choice, and security over their information
Companies will undoubtedly protest that these activities might scare people from
allowing them to track information and raise the cost of maintaining databases about
people online. One response is that people, not the companies, own their personal
information. Another response isthat perhaps consumers new analyses of the situation
will lead them to conclude that such sharing is not often in their benefit. If that happens,
it might lead companies that want to retain customers to change their information
tracking-and-sharing approaches.

The issues raised here about citizen understanding of privacy policies and data flow are
aready reaching beyond the web to the larger digital interactive world of personal video
recorders (such as TiVo), cell phones, and personal digital assistants. At atime when
technologies to extract and manipulate consumer information are becoming ever-more
complex, citizens' ability to control their personal information must be both more
straightforward and yet more wide-ranging than previously contemplated.
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