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LifeLock requested that the contempt motion, memorandum in support, and all
documents other than ads submitted in support remain confidential. However, it refused
to state how any current systems or sensitive information would be revealed even with

the FTC’s proposed redactions, refused to differentiate past and present vulnerabilities,

' Exs.4,6,7,9-11, 13.
* The FTC, however, cannot identify these documents because LifeLock has yet to
disclose which portion of their architecture or vulnerabilities are current.

S

Page 2 of 12



ULIUCLSLALILL FUFY LLIC UIDLIUDULT UL UULULLCHLW CULILALIIIE, LILCLANCER S Ty iuricul

* The FTC on July 13 requested a detailed description of the objection to public
disclosure of specific Exhibits, and Lifelock categorized each of those in the same
categories of alleged concern. Certif., ] 8-9, Att. F (“flow diagrams detailing network
and payment card processes,” “location and storage of sensitive customer, employee,
and contractor information,” “Location and storage of cryptographic keys or the
encryption processes used”). Throughout, LifeLock claims that even its email
communications and spreadsheets discussing its reasons for its confidentiality claims
are, themselves, confidential. Att. B. Lifelock has gone so far as to assert that its
documents provided at the same time settlement discussions were occurring are
privileged under FRE 408, but without specifying which documents it believes are
covered by the privilege. Ceruf., ] 5-7, 10, 14.

5.2
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records. Nixon v. Warner Communications, Inc., 435 U.S. 589, 597-98 (1978);

Kamakana v. City and County of Honolulu, 447 F.3d 1172, 1178 (9" Cir. 2006). .

“The FTC has, in fact, lodged Exhibits in redacted form (see Exs. 3, 19, 20, 22, 23, 24,
24, 26, 28, 29, 30, 33, 34, 35, 36, 40, 41A, 41B, 42, 46, 48, 50, 51, 57,71, 73) and
lodged excerpts of others (see Exs. 16, 17, 44, 45, 47, 62, 63, 64, 66, 67 and Ex. 70
Attachments).
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findings.”).

When seeking such a seal, one of two tests apply. For dispositive motions, the
party. seeking to prevent disclosure must establish “compelling reasons” for barring
public access. Kamakana, 447 F.3d at 1178. For non-dispositive motions, a party must

establish “good cause.” Id. at 1180; Pintos v. Pac. Creditors’ Assn., 605 F.3d 665, 678
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(9" Cir. 2012).

As detailed below, LifeLock has not satisfied the “compelling reasons” standard.
Moreover, LifeLock has refused to specifically state its positions as required by even

the good cause standard. ’

> Even if the good cause standard were applicable, Lifelock cannot meet its burden. In
the Ninth Circuit, “good cause” requires that a party establish specific harm or prejudice

25
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for hackers to gain access to the information. This argument is fundamentally flawed

to it if an order barring public access is not issued. Phillips v. General Motors Corp.,
307 F.3d 1206, 1210-11 (9" Cir. 2002). Specificity means that “[a] party asserting good
cause bears the burden, for each particular document it seeks to protect, of showing that
specific prejudice or harm will result if no protective order is granted.” Foltz, 331 F.3d
at 1130 (emphasis added). LifeL.ock refused to make such a particularized showing
with regard to each document. In its correspondence and discussions with FTC counsel,
LifeLock simply asserts broadly that public disclosure of even descriptions that past
information security vulnerability existed “could” provide “a roadmap” that potential
thieves could use to jeopardize LifeLock’s information security system. Att. B.

-
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access management issues’); 69 (“staff need to take vulnerability and patch
management more seriously”). These documents state nothing more than overall
failures, and any mentions of specific software indicate neither where such
vulnerabilities existed nor that they still exist.

Some internal emails and business documents state that LifeLock failed to timely

remediate many known critical system vulnerabilities, lost track of them, and

5 8
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LifeLock’s failings, as lodged, provide no roadmap to current hackers.

Similarly, LifeLock’s documents reveal that LifeLock’s information security
employees were not following industry accepted information security policies and
procedures, as well as the company’s own internal policies and procedures. See Exs. 51
(Nov. 15, 2012 email: “well defined change management plan not in place, people are

not following the process.”); 52 (July 25, 2013 email: “InfoSec will need to scan/review

B
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this information will provide either an unfair advantage to competitors or dangerous
information regarding Google’s processes to hackers and spammers.” (emphasis
added)).

Defendant’s argument for sealing the Memorandum in Support of the FTC’s
contempt motion, apart from the documents it cites, is even weaker. Nothing in the

Memorandum provides specific or detailed information relating to LifeLock’s

9.
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B. LifeLock has not explained with any specificity how the disclosure of any identified
exhibit could provide a “roadmap” into LifeLock’s information security systems. Thus,
the FTC is left to guess what arguments LifeL.ock will make in its inevitable motion to

seal and will have no ability to respond, absent further order from the Court. See L.R.

® The Dugan court also observed that broad and generalized characterizations about
plaintiff’s historical pricing considerations would not likely to lead to potential
competitive harm today. Id. at *4.

-10-
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(202) 326-3302, spope @ftc.gov
(202) 326-2158, hpark @ftc.gov
(202) 326-3197 (facsimile)

Attorney for Plaintiff
Federal Trade Commission

" To the extent LifeLock provides specific arguments about specific documents, the
FTC will have the opportunity to evaluate those arguments and distinguish between
meritorious and non-meritorious confidentiality claims and present its position to the
Court.

S
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LODGED UNDER SEAL
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LLP), William C. MacLeod, and Clarissa Cerda (LifeLock General Counsel),
FTC counsel raised the need to discuss in detail what, if any, objections
LifeLock would have regarding the documents identified in its June 30, 2015
Letter. At that time, Ms. Cerda stated that LifeLock’s litigation counsel,
Kirkland & Ellis, would be in touch with FTC counsel the next day to confer

regarding the identified documents.
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counsel said they would need to check with Kelly Drye regarding which
documents were purportedly protected by FRE 408. FTC counsel stated that
LifeLock would need to specifically identify the documents for which
LifeLock was claiming a FRE 408 privilege and explain why facts contained

in any such document would be entitled to protection under FRE 408.
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all of the documents identified in the Greg Madden’s July 13, 2015
notification. Att. F.

In its July 15, 2015 response, LifeLock’s litigation counsel did not: (a)
specifically identify by Bates number the documents that LifeLock contended

were subject to FRE 408; or (b) provide a response to the FTC’s request that it
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On July 15, 2015, the FTC again repeated its request that Lifel.ock
specifically identify, by Bates number, the documents LifeLock believed were
protected by FRE 408 and the reason the protections would apply to the facts

therein. Id.
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LifeLock’s technology personnel over the next three days in an effort to help
the FTC understand how the disclosure of documents might provide clues to
potential hackers about LifeLock’s current information technology system.

FTC counsel, Hong Park, confirmed the particulars of the conversation in a
4:22 p.m. email after the conference call on July 16, 2015 and requested that

LifeLock let the FTC know “in detail what concerns remain.” Att. H.

6
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GREGORY J. MADDEN
SUSAN H. POPE

HONG PARK

Federal Trade Commission
Division of Enforcement
Mailcode: CC-9528

600 Pennsylvania Ave., NW
Washington, DC 20580

(202) 326-2426, gmadden@ftc.gov
(202) 326-3302, spope @ftc.gov
(202) 326-2158, hpark @ftc.gov
(202) 326-3197 (facsimile)
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“confidential.” It is our hope that we can come to agreement as to which documents, if
any, are confidential and which are not and proceed accordingly. ’

Please let us know when you are available on Wednesday or Thursday to discuss
the confidentiality designations.

' As addressed in Greg Madden’s April 16, 2015 letter to Andrew Berg, LifeLock produced numerous
publicly disseminated advertisements and marketing materials (e.g., television advertisements, direct mail
pieces) marked “confidential.” In that letter, Mr. Madden advised that the FTC does not intend to provide
“confidential” treatment to any LifeLock publicly disseminated advertisements and received no objection
from LifeLock. Accordingly, those materials are not identified on Attachment A.

1
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LIFELOCK-0029627-28

LIFELOCK-0030131-32

LIFELOCK-0032898-99

LIFELOCK-0033129-33

LIFELOCK-0033750-52

LIFELOCK-0034400-01
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LIFELOCK-0081949-56

LIFELOCK-0084482

LIFELOCK-0085248-50

LIFELOCK-0088187-88

LIFELOCK-0089026-27

LIFELOCK-0089185
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LIFELOCK-0134217-23

LIFELOCK-0134224-40

LIFELOCK-0134351

LIFELOCK-0134378-85

LIFELOCK-0134680-88

LIFELOCK-0133852-939
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LIFELOCK-0138081-83

June 12, 2015 Letter from William C. McLeod to’
Susan H. Pope
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LifeLock’s information security program (“ ISP”), including clues that thieves could use to
victimize LifeLock customers and other victims of identity theft, as well as information that
would reveal confidential and proprietary information of LifeLock itself. Lifelock believes that
describing or disclosing these documents could provide a roadmap to and into the company’s
security ecosystem. The documents referenced in our letter include the following categories
of highly sensitive information:

* descriptive and detailed references to alleged security vulnerabilities, including location
and IP addresses;

* flow diagrams detailing network and payment card processes;

= detailed remediation work streams and protocols;

= |ocation of storage of cryptographic keys and the encryption processes used;

1
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute inside
information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland & Ellis
International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly prohibited
and may be unlawful. If you have received this communication in error, please notify us immediately by return e-mail or by
e-mail to postmaster@kirkland.com, and destroy this communication and all copies thereof, including all attachments.
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-----Original Message-----

From: Madden, Gregory [mailto:gmadden@ftc.gov]
Sent: Saturday, July 11, 2015 1:17 PM

To: Sayyed, Bilal K.; Pope, Susan H.

Subject: RE: Response to June 30 letter

Bilal -

The attachment did not come through. We understand it was due to the naming convention on the file. Could you
please resend with a different file name. After we receive, we can work through the document.

Thank you,
Greg Madden

Federal Trade Commission
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------0riginal Message-----—-

From: Bilal Sayyed

To: Bilal Sayyed ;

Subject: Submission to FTC Staff: Response to June 30 letter
Sent: Jul 10, 2015 2:39 PM

CONFIDENTIAL TREATMENT REQUESTED

Susan,

This letter responds to your request that LifeLock, Inc. (“LifeLock”) agree to relax the confidential designation on
documents submitted to the Federal Trade Commission (“FTC” or “Commission”) in the underlying investigation. For the

reasons that follow, we oppose any such proposal by Commission staff. As we have discussed, we believe that any filing
by the FTC in this matter should be under seal.
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The documents on which Commission staff rely contain highly sensitive information related to LifeLock’s information
security program (“ ISP”), including clues that thieves could use to victimize LifeLock customers and other victims of
identity theft, as well as information that would reveal confidential and proprietary information of LifeLock itself.
Lifelock believes that describing or disclosing these documents could provide a roadmap to and into the company’s
security ecosystem. The documents referenced in our letter include the following categories of highly sensitive
information:

§ descriptive and detailed references to alleged security vulnerabilities, including location and IP addresses; § flow
diagrams detailing network and payment card processes; § detailed remediation work streams and protocols; §
location of storage of cryptographic keys and the encryption processes used; & location and storage of sensitive
customer, employee, and contractor information; and § descriptions and illustrations of the company’s forensic
capabilities.

The attached spreadsheet identifies, for each document, the category it believes the document falls within, and why
public release is inappropriate and harmful. The disclosure of this information could seriously jeopardize the company’s
information security program. The hackers to whom this sensitive information would be disclosed through its public
release would have numerous tools to undermine the company’s network security systems and processes, to exploit
potential vulnerabilities, or otherwise attempt to reach sensitive customer information. Public release of the documents
referenced in your letter would expose LifeLock and its customers to the exact same harm that the Commission seeks to
protect consumers from and that the company’s ISP has, to date, successfully protected against. This is information
that should never be made public.

In addition, many of the documents were provided as part of the company’s effort to settle this matter, and protected in
accordance with FRE 408.

For these reasons the company will not agree to public release of the referenced documents.
The company may supplement this response.

Confidential treatment is requested for this email and the attachment.

Bilal Sayyed

Kirkland & Ellis LLP

655 15th Street, NW
Washington, D.C., 20005
(202) 879-5192

(703) 477-2871 (mobile)
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute
inside information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland
& Ellis International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly
prohibited and may be unlawful. If you have received this communication in error, please notify us immediately by
return e-mail or by e-mail to postmaster@kirkland.com, and destroy this communication and all copies thereof,

including all attachments.
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute
inside information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland

3
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referenced therein under seal. The FTC notes that some of the documents referenced and appended to the
Expert report may be duplicative of documents that the FTC believes are not subject to confidentiality and
believes that they should be disclosed. By sealing this documents in connection with their reference in and
attachment to the Expert report, the FTC does not in any way waive any argument that any of these documents
are not confidential.

(6) We understand that you are going to provide LifeLock’s responses to the newly identified documents we
provided to you earlier today.

(7) Finally, we understand that you are going to check with LifeLock and Kelley Drye as to which documents LifeLock
believes are protected pursuant to FRE 408.

Best, Susan

Susan H. Pope
Attorney
Federal Trade Commission
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Federal Trade Commission
600 Pennsylvania Ave., N.W,
Mailcode: CC-9528
Washington, D.C. 20580
Tel: 202 326-2426

Fax: 202 326-3197
gmadden@ftc.gov

--—---0riginal Message--—

From: Sayyed, Bilal K. [mailto:bilal.sayyed@kirkland.com]
Sent: Monday, July 13, 2015 12:58 AM

To: Pope, Susan H.

Cc: Madden, Gregory

Subject: RE: Response to June 30 letter
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Confidential treatment requested for email and attachments.
Thank you,

Bilal

From: Madden, Gregory [mailto:gmadden@ftc.gov]

Sent: Saturday, July 11, 2015 1:17 PM

To: Sayyed, Bilal K.; Pope, Susan H.

Subject: RE: Response to June 30 letter

Bilal -
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Susan, Greg, see below and attached.
Confidential treatment requested.

| can discuss at your convenience.

Bilal

------0riginal Message------

From: Bilal Sayyed

To: Bilal Sayyed

Subject: Submission to FTC Staff: Response to June 30 letter

Sent: Jul 10, 2015 2:39 PM

CONFIDENTIAL TREATMENT REQUESTED
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Confidential treatment is requested for this email and the attachment.

Bilal Sayyed

Kirkland & Ellis LLP

655 15th Street, NW
Washington, D.C., 20005
(202) 879-5192

(703) 477-2871 (mobhile)
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute
inside information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland
& Ellis International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly
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Bilal

Bilal Sayyed

Kirkland & Ellis LLP

655 15th Street, NW
Washington, D.C., 20005
(202) 879-5192

(703) 477-2871 (mobile)

From: Sayyed, Bilal K.

Sent: Saturday, July 11, 2015 1:57 PM
To: 'Madden, Gregory'; 'Pope, Susan H.'
Subject: RE: Response to June 30 letter
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Greg, Susan,

We will call you Monday morning to follow-up on this and other issues related to a potential Tuesday filing; we can talk
over the weekend if better /convenient for you.

Thank you,

To: spope@ftc.gov

To: Gregory Madden

Cc: Bilal Sayyed

Subject: Response to June 30 letter
Sent: Jul 10, 2015 4:37 PM
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The attached spreadsheet identifies, for each document, the category it believes the document falls within, and why
public release is inappropriate and harmful. The disclosure of this information could seriously jeopardize the company’s
information security program. The hackers to whom this sensitive information would be disclosed through its public
release would have numerous tools to undermine the company’s network security systems and processes, to exploit
potential vulnerabilities, or otherwise attempt to reach sensitive customer information. Public release of the documents
referenced in your letter would expose LifeLock and its customers to the exact same harm that the Commission seeks to
protect consumers from and that the company’s ISP has, to date, successfully protected against. This is information
that should never be made public.

In addition, many of the documents were provided as part of the company’s effort to settle this matter, and protected in
accordance with FRE 408.

For these reasons the company will not agree to public release of the referenced documents.

The company may supplement this response.
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Please let us know if you are available to discuss tomorrow at 1 p.m., so we can discuss fully.
Thank you again for your attention to this important matter.

Best, Susan

Susan H. Pope

Attorney

Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mailcode: CC-9502
Washington, D.C. 20580
Tel: 202 326-3302

spope @ftc.gov
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Bilal - Here's my contact information in case you do not have it. | should have the updated documents list to you in the
next couple hours. Thanks.

Hong

Hong Park

Federal Trade Commission
Bureau of Consumer Protection
600 Pennsylvania Avenue, NW,
Mail Drop CC-9528
Washington, DC 20580

T: 202-326-2158 | F: 202-326-3197
C: 202-345-2569
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Subject: RE: LifeLock confidentiality designations

Susan,

Can you confirm that you are not filing prior to our 1:00 PM call?
Bilal

From: Pope, Susan H. [mailto:spope @ftc.gov]

Sent: Thursday, July 16, 2015 8:44 AM

To: Sayyed, Bilal K.

Cc: Park, Hong; Madden, Gregory
Subject: RE: LifeLock confidentiality designations
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Dear Bilal,

Thank you for your emails of July 10 and today on the FTC's requests to confer on LifeLock’s confidentiality designations
on documents the FTC intends to refer and attach to its Motion for Contempt, Memorandum in Support thereof and

attachments.

After reviewing your email of today it becomes clear that we need more clarity on LifeLock’s confidentiality claims,
rather than postponing the issues until after filing.

After reviewing again the spreadsheets you provided identifying the documents LifeLock believes should remain under
seal and rationales therefore, it appears to us that the vast majority LifeLock’s concerns relate to historical
vulnerabilities and historical remediation efforts. Further, the other rationales provided for sealing documents are
cryptic and do not clearly articulate how the disclosure of the documents could jeopardize LifeLock’s current IT systems.
The FTC does not believe historical information or the vague rationales provide a compelling reason to seal these
documents from the public. At this juncture, the FTC intends to argue that none of the documents should be sealed.

3
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute
inside information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland
& Ellis International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly
prohibited and may be unlawful. If you have received this communication in error, please notify us immediately by
return e-mail or by e-mail to postmaster@kirkland.com, and destroy this communication and all copies thereof,

including all attachments.
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The information contained in this communication is confidential, may be attorney-client privileged, may constitute
inside information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland
& Ellis International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly
prohibited and may be unlawful. If you have received this communication in error, please notify us immediately by
return e-mail or by e-mail to postmaster@kirkland.com, and destroy this communication and all copies thereof,
including all attachments.
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LIFELUCK-UU/ 749D
LIFELOCK-0077496
LIFELOCK-0077845
LIFELOCK-0079743-44
LIFELOCK-0081949-56
LIFELOCK-0085248-50
LIFELOCK-0088187-88
LIFELOCK-0089026-27
LIFELOCK-0089185
LIFELOCK-0089223-24
LIFELOCK-0089225-26
LIFELOCK-0089258
LIFELOCK-0089261-62

Page 49 of 54



LA LLANCINTVL DL T DT, VI JL0JJI"UV

LIFELOCK-0133006-11, 0133109-11
LIFELOCK-0075439 (001-005)
LIFELOCK-0039708-12
LIFELOCK-0022952
LIFELOCK-0089107-08, 0089336-37
LIFELOCK-0073557
LIFELOCK-0095646
LIFELOCK-0032489
LIFELOCK-0084483-625
LIFELOCK-0130732, 0135958-59
LIFELOCK-0085232
LIFELOCK-0085281
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prior notice of your intention to file so the company may best prepare for the inevitable tsunami of third party efforts to
compromise its security systems and defenses. Please let me know if this assumption is inaccurate. | believe all parties
have worked in good faith over the last 18 months to address and respond to the FTC’s concerns, and believe such
notice is an appropriate courtesy for you to extend to LifeLock and its clients, if you believe it necessary to deviate from
past practice.

Confidential treatment of this communication, and the attachments, is requested.
Respectfully,

Bilal

Bilal Sayyed

Kirkland & Ellis LLP

655 15th Street, NW
Washington, D.C., 20005
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(202) 879-5192
(703) 477-2871 (mobile)

FEEHK * ke

The information contained in this communication is confidential, may be attorney-client privileged, may constitute inside
information, and is intended only for the use of the addressee. It is the property of Kirkland & Ellis LLP or Kirkland & Ellis
International LLP. Unauthorized use, disclosure or copying of this communication or any part thereof is strictly prohibited
and may be unlawful. If you have received this communication in error, please notify us immediately by return e-mail or by
e-mail to postmaster@kirkland.com, and destroy this communication and all copies thereof, including all attachments.
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LODGED UNDER SEAL
Plaintiff Federal Trade Commission (“FTC” or “Commission’), pursuant to
Local Rule 7.2, moves this Court for leave to file a Memorandum in Support of Its
Motion for Contempt Against LifeLock, Inc. (“Memorandum”) in excess of the 17-

page limit under the Local Rules.
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11), HUSICPICSTULLLYE 115 PLULELLIULL UL CULSULLICES  PEISULLAL LILULAUULL (DELUULL 1.D ),
misrepresenting the means, methods, procedures, effects, effectiveness, coverage, or
scope of its identity theft protection services (Section I.A.); and failing to create and
retain all records necessary to document its Order compliance (Section VIIL.A.7).
Order, D.E. #9.

i)t In its Memorandum, the FTC alleges that LifeLock violated the four above-

mentioned provisions of this Court’s Order from at least 2012 to 2014, which has

% i
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AUVCIUSLIY LUSICPICSTULAUULLS, dllu UWIC appieatiull UL LIV CULICHIPL 1dW WU LLET 1duts,
including the bases and presumptions of consumer injury accorded to the FTC in such

cases. Therefore, in order to provide the Court with the factual and legal bases for the

Order violations and relief requested, the FTC seeks to file a 48-page memorandum.

7 Accordingly, the FTC respectfully requests that the Court grant it the page

limits requested herein. For the Court’s convenience, a proposed Order is attached.
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1Ul Caull HHULILL LAl LI CLULK 1AllTu LU UCLIVEL IS P1LULLIDTU STLVILED.

July 21, 2015

Respectfully submitted,

s/ Gregory J. Madden

GREGORY J. MADDEN
SUSAN POPE

HONG PARK

Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Drop CC-9528
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LIFELOCK, INC. AND
MEMORANDUM IN SUPPORT
THEREOF

LODGED UNDER SEAL
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advertisement video files). A list of the exhibit numbers along with the reason why

the FTC cannot file the exhibit electronically is set forth below.
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Respectfully submitted,

Dated: July 21, 2015 s/ Gregory J. Madden
GREGORY J. MADDEN
SUSAN H. POPE
HONG PARK
Federal Trade Commission

! Plaintiff FTC notes that the entire filing will be lodged pursuant to Local Rule of
Civil Procedure 5.6(d). The FTC has made every effort to electronically lodge the
documents that can be converted to the .pdf electronic form.

9.
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ANDUINEK BYUILADLIL KELIEDP AD IV DULEFLNIANID LIFRLUCK ANUDJ DAY
Plaintiff, the Federal Trade Commission (“FTC” or “Commission”), has concurrently
filed its Complaint, which alleges that Defendants LifeLock, Inc. (“LifeLock™), Robert J.
Maynard, Jr. (“Maynard”), and Richard Todd Davis (*“Davis™) have engaged in violations of
Section 5 of the FTC Act, 15 U.S.C. § 45. The Commission and Defendants LifelLock and Davis

(“Settling Defendants™) have agreed to the entry of this Stipulated Final Judgment and Order for

Page -1-
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6. Settling Defendants waive: (a) all rights to seek appellate review or otherwise
challenge or contest the validity of this Order; (b) any claim they may have against the
Commission, its employees, representatives, or agents that relate to the matter stated herein; (c)
all claims under the Equal Justice Act, 28 U.S.C. § 2412, as amended by Pub. L. 104-121, 110

Stat. 847, 863-64 (1996); and (d) any rights to attorneys’ fees that may arise under said provision
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FTC-0002010

Page 3 of 22



individually, collectively, or in any combination.

4. “Personal information” shall mean individually identifiable information from or
about an individual consumer including, but not limited to: (a) a first and last name; (b) a home
or other physical address, including street name and name of city or town; (c) an email address

or other online contact information, such as an instant messaging user identifier or a screen

FTC-0002011
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sale of any product, service, or program designed for the purpose of preventing, mitigating. or
recovering from any form of identity theft as defined in 18 U.S.C. § 1028, misrepresenting in
any manner, expressly or by implication:

1. that such product, service, or program provides complete protection

against all forms of identity theft by making customers’ personal

Page -4-

FTC-0002012
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commercial transactions for consumers’ personal data, identity theft protection for minors, and

guarantees of any such products, services. or programs.

B. misrepresenting in any manner, expressly or by implication, the manner or extent
to which they maintain and protect the privacy, confidentiality, or security of any personal

information collected from or about consumers.

Page -3-

FTC-0002013
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including. but not limited to. (1) employee training and management. (2) information systems,
including network and software design. information processing, storage, transmission, and
disposal, and (3) prevention, detection, and response to attacks, intrusions, or other systems
failure;

C. the design and implementation of reasonable safeguards to control the risks

Page -6-

FTC-0002014
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the first one hundred eighty days after service of the Order for the initial Assessment; and (2)
each two (2) year period thereafter for twenty (20) vears after service of the Order for the
biennial Assessments. Each Assessment shall:

1. set forth the specific administrative, technical, and physical safeguards

implemented and maintained during the reporting period;

Page -7-

FTC-0002015

Page 8 of 22



the Assessment has been prepared. All subsequent biennial Assessments shall be retained by
Settling Defendants until the Order is terminated and provided to the Commission within ten
(10) days of request.

IV. CONSUMER REDRESS

IT IS FURTHER ORDERED that:

Page -8-

FTC-0002016
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pursuant to 28 U.S.C. § 1961 from the date of default to the date of payment, shall immediately

become due and payable.

€ All funds paid to the FTC pursuant to the Order shall be deposited into an account
administered by the Commission or its agent to be used for equitable relief which will include,

but not be limited to, consumer redress. and any attendant expenses for the administration of

Page -9-

FTC-0002017
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litigation pursued by the Commission to enforce its rights to any payment or money judgment
pursuant to this Order, including but not limited to a nondischargeability complaint in any
bankruptcy case. Settling Defendants further stipulate and agree that the facts alleged in the
Complaint establish all elements necessary to sustain an action pursuant to, and that this Order

shall have collateral estoppel effect for purposes of, Section 523(a)(2)(A) of the Bankruptcy

Page -10-

FTC-0002018
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IT IS FURTHER ORDERED that the Commission’s agreement to this Order is
expressly premised upon the truthfulness. accuracy and completeness of Settling Defendants’
sworn financial statements and supporting documents submitted to the Commission, which
include material information upon which the Commission relied in negotiating and agreeing to

this Order. If, upon motion by the Commission, this Court finds that any Settling Defendant has

Page -11-
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address. at least thirty (30) days prior to such change, provided that, with respect to any proposed
change in the business entity which a Defendant learns less than thirty (30) days prior to the date
such action is to take place, such Defendant shall notify the Commission as soon as practicable
after obtaining such knowledge.

B. One hundred eighty (180) days after the date of entry of this Order and annually

Page -14-

FTC-0002022
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For all Settling Defendants:

a. A copy of each acknowledgment of receipt of this Order, obtained
pursuant to the Section titled “Distribution of Order:”

b. Any other changes required to be reported under Subsection A of

this Section.

FTC-0002023
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- - - - - S - . — e T T e

restrained and enjoined from failing to create and retain the following records for the following

periods:
A. For a period of eight (8) years from the date of entry of this Order for Corporate
Defendant and six (6) years from the date of entry of this Order for Individual Defendant, the

following records in connection with the sale or provision of products or services related to

Page -16-

FTC-0002024
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6.

Any documents, whether prepared by or on behalf of Settling Defendants,
that contradict. qualify, or call into question Settling Defendants’
compliance with Sections I, II, and 111 of this Order; and

All records and documents necessary to demonstrate full compliance with

each provision of this Order, including but not limited to, copies of

Page -17-

FTC-0002025
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business entity resulting from any change in structure set forth in Subsection A.2 of the Section
titled “Compliance Reporting.” For current personnel, delivery shall be within five (5) days of
service of this Order upon such Defendant. For new personnel, delivery shall occur prior to
them assuming their responsibilities. For any business entity resulting from any change in

structure set forth in Subsection A.2 of the Section titled “Compliance Reporting.” delivery shall

Page -18-
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receipt of the Order, within thirty (30) days of delivery, from all persons receiving a copy of the
Order pursuant to this Section.
X. ACKNOWLEDGMENT OF RECEIPT OF THIS ORDER
IT IS FURTHER ORDERED that each Defendant. within five (5) business days of

receipt of this Order as entered by the Court, must submit to the Commission a truthful sworn

Page -19-
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Washington, D.C. 20006
(202) 663-6220
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hame or when you're Buying your morning
coffee. If yaur identity is stolen, you can
spend hundreds of hours deaming up your
cradit and struggling to get back your
good name. That's because stolen
rdentities are used up to 30 times, with
maost victims only discovering the theft
after they've heen turned down for a loan
or contacted by a collaction agency. You
may already be a victim, many times
aver, and not even know it. But not with
LifeLock,

LifeLock, the industry leader in proactive
identity theft protection, offers a proactive
solution to help prevent your idenbity from
being stolen before it happens. We'll
protect your identity and personal
infarmation for only $10 a month - and we
guarantee our service up to $1,000,000.
We also offer the anly identity theft ¢hild
protection program available in the
market, so guarantee your good name
today and enroll nowe.

http://www lifelock.com/?oplisting=0

Lhck Here o view LifeLock's new
privacy palicy

LifeLock for Business
Comprehensive Programs to Protect
your Employees and Customers

New service!

eRecon™ and TruehAddress™ help
you shut down potential identity
threats fast.

WalletLock™ takes the hassle out of
a lost or stolen wallet.
Click to find put how.

7/1 BTOHI092052
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Copyright © 2007. Lifelock. All Rights Reserved.
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fraud alerts with the three mafor credit bureaus as well as
ThexSysterrs. Lifel ock chients are contacted every time someone
attemnpts to open credit in thedr pame or change an address. This step
elimmates illegai use of private information.

“LifeLock is the only service of its kind that doesnt wait for a problem
to occur to protect credit data,” said Bruce Petryshak, chief information
officer at BGSU. "It’s a pro-active approach individuals can take to
avoid the potential problems associated with identity theft. ™

Anyone associated with Bowling Green State University can go to

http:/iwww lifelock.com/about-us/press-room/2006-press-releases/bowling-green-state-university 5/152007
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" 65155 Rural RO Swde 104 Tempe AZ B5783 « 877-543-)567 « 4B0.682.5101 fax

FTC-0002059
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OEepUSHOrY accounis.

These alerts request that creditors contact you by phone for verification
before granting credit in your name. These alerts last for 90 days, whereupon
we renew them automatically. You will receive confirmation of this action in
the mail from each bureau quarterly.

FTC-0002060
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accurate.

It is imporant to know that these reports are coming directly from the credit
bureaus. Lifel.ock does not send them 1o you, we initiate the process.

What to Expect After Your Enroliment

Within the next 3-5 weeks, you will be receiving letters from Equifax, Experian
and TransUnion explaining they have placed a 90 day fraud alert on your credit
report in their databases. You will receive lhese letters every 90 days as LifeLock

continues to maintain your service.
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As seen on: (click icon o view article )

&@Waﬁ@

w you've heard the stones about Americans whose identitics have been stolen. They'ra

wip:Awww Jifelock.com/ 51472007

FTC-0002064
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@ 1-2 hours after enrolling:
Email from us stating that your alerts have been

requested on your behall.

@ On the next business day after enrolling:
Email from us stating that your credit reports have been

ordered on your behalf.

3. Your locks are set

Every time you apply for new credit or someone
tries to do something with your credit:

5142007

bttp:/fwww lifelock .com/lifelock- for-people/what-we-do/how-does-lifelock-protect-my-identity

FTC-0002067
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untit I[‘):U't').PM Pacific time seven days a week.

Abput Vs Coatact UF  TestimonRls  Endorsements  Press Aoom
Brivacy Poficy  Jenns of Use  Ste Map

Copyright © 1006, LifeLock. Al Rights Reserved.

http:/fowww.lifelock com/lifelock-for-people/what- we-do/how-does-lifelock -protect-my-identity

51472007
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Abput s Confact s Festimonisly  Endorsemments  Press Room
Provagy Pelicy  Toams o Uge T2 Mop

Copyrght £ 2006, LifeLock. Al Rights Reserved.

hitp://www lifelock.com/lifelock-for-business/ifelock-protection-forfuniversities S/1472007
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after they've been tumed down for 2 loan o
or contacted by a collection agency. You
may already be a viclim, marny tmes ,
over, and not even know . But not with [f New service!
Ufelock. & eRecon™ and TrueAddress™ help
LifeLack, the industry leader in proactive 2R don petambat idenm ity
identity thefr protection, offers a proven 5 Stor rating .
s0htion that prevents yous identity from LATLoc & the st Klemiity
being stolen before it happens. We'tt YRR e o (e Ograe vy

igentity and persenal e g
;"?mtm Y::’b’ onulzyilﬂ_:mnm - and we Taianarlmes fevem Wa:i:ﬂl;“letakesllftho hassie out of
quarantee gyr service up 1o $1,000.000. » T Stolen walet,

it Clek 10 find ut how.

We ako offer the only ldentity theft child
protection program avallable in the I_jfe[_ock;:&@

market, 50 quarantee your good name
today and enroll naw.

Pt o ot s

http:/fwww lifelock.com/ 3/20/2009
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more contident than ever betore
in LifeLock’s abilitv ro continue
keeping myv identity safe,” Dy

sand.

Thats showing a lot of confi
dence when vou consider that
identity theft is one of the fast
€5l growing crimes in Americi,
and has topped the FFICY list
of  consumer complaints for
seven consecutive vears. In faer,
another identity is stolen every
three seconds,

Yes, That's His Real Number

“Of course, vou should never
share vour Soctal Security nuim-
ber unless completelv necessary,”
he added, “bur tor the record,

mine reallyis [ ] BRI

Fhe Lt s, dess than one per
cent of over one million Lifel ock

members huve ever reported their

identities stolen, and because of

Litelock's  guarantee, none  of
them were cver out the time or
money expericnced by other iden-
tity thett victims,

So How Big of a Problem

is Identity Thefe?

Financial costs  aside,  ideniity
thett victims can spend hun-
dreds of trustratng hours talking
to credit cand companies, bhanks,
police and credit burcaus repair
ing the damage,

Whep vou factor in thar thieves
mav hold onto information for six
months or longer before using it,

ared thar o cinide cralon wlenriee

e
Opt out of pre-approved offers of credit at www opton
com. You may choose o five-year opr-out Pl_']"]t?l.{ or pers
out status. This reduces the possibility of someone rifln
vour mail and opening credit under your name.

4. Become Acquainted With A Shredder.

All read mail should go through the shredder before
the trash. Though identity theft is steadily transterring
forums, most identity theft is still done by trash diggir
shredder dn all of your personal documents, makes the
would-be identity thicf infinirely more difficult.

5. Let Experts Protect You.

While preventative measures can be done by any
companies exist to provide consumers with expertis
comes to the confusing 1) theft issues. When select
these companies, make sure that they provide the co
knowledge, support and protection found in LiteLock”

approach and 81 million service SR RG2074
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lere’s what you're getting with LifeLock:
Proactue identty ihefl Eroledton

: urke Mod 0 Crestd Card Ofters

guest Free Avud Credit Separts

fabetloch™ - Mo replacay the Contents 3 2 tos! mast""
t _Wilce Told Service Guarantee

" 30 DAYS FREE

_____







LifeLock Client Privacy Policy

LifeLock, Inc is a licensce of the TRUSTe Privacy Prograni. TRUSTe is an independent, non-profit
organization whose mission is to build users' trust and confidence in the Internet by promoting the use of
fair information practices. This privacy statement covers the site [WWW.LIFELOCK COM]. Because
this web site wants to demonstrate its commitment to your privacy, it has agreed to disclose its
information practices and have its privacy practices reviewed forcompliance by TRUSTe.

[f you have questions or concerns regarding this statement, you should first contact LifeLock Client
Services by email at chent.servicesi hifelock com or 877.LIFELOCK. If you do not receive
http://web.archive.org/web/20080212043628/www lifelock.com/about-us/about-lifelock/pr... 7/ IFVC®002078
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e Toenroll you as a customer or complete a transaction
+ To place the lock on your identity
» Toresolve a case of identity theft

In each of these circumstances, we will only collect and use the minimum information needed to
accomplish the stated purpose, and only with your full knowledge and consent. In many of these
circumstances, our principal role is actually to facilitate a relationship in which you provide your
information directly to a third party - for instance, to place a fraud alert with a credit reporting agency or
to file a police report. In such cases, LifeL.ock may not need to collect your information at all.

How we collect non-public personal information

When you visit the LifcLock web site, you are able to do so anonymously. Generally, we don't collect
non-public personal information when you browse - not even your email address. LifeLock does collect

http://web.archive.org/web/20080212043628/www lifelock.com/about-us/about-lifelock/pr... 7/ 120082079
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e AN IMsurance clamms OIIICET, 1M U COUISE OI 1IN a1l Imsurdance clalrn; or
« arcpresentative of a financial institution or credit card company.

At times we may be required by law or legal process to disclose your personal information. We will
comply with any such law or legal process.

How we protect your non-public personal information

LifeLock uses highly secure physical, clectronic, and managerial procedures to safeguard the
confidentiality and security of the data you provide to us.

« None of your non-public personal information will ever be disclosed by us to any third party or

affiliate in ways other than disclosed in this privacy statement.
« Only authorized employees of LifeLock will have access to the data that you provide to us, and that

access 1s granted only on a "need to know" basis.

http://web.archive.org/web/20080212043628/www.lifelock.com/about-us/about-lifelock/pr... 7/16T261992080
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Lifel.ock Client Services

60 Fast Rio Salado Parkway
Suite 400

Tempe, AZ 85281

You will be notified when your personal information is collected by any third party that is not our
agent/service provider, so you can make an informed choice as to whether or not to share your

information with that party.

Bulletin Boards and Chat Rooms
From time to time we place testimonials on our website from our clients. We do this only after asking
permission from the client providing the testimonial. It may be removed at any time at the request of the

client. Should you choose to disclose personal information on our site, we are not responsible for the way
third parties may use this information. Third parties may use your personal information for a variety of

http://web.archive.org/web/20080212043628/www.lifelock.com/about-us/about-lifelock/pr...  7/1¢w2(0662081
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site. It does not collect P11 of any kind.

If you reject cookies, you may still use our site, but your ability to use some areas of our site, such as the
signup procedure or login, will be limited.

Service Providers

We use other third parties specifically Verisign to provide credit card validation on our site. When you
sign up for our services, we will share your payment information as necessary for the third party to

provide that service.

These third parties are prohibited from using your personally identifiable information for any other

purpose.

http://web.archive.org/web/20080212043628/www. lifelock.com/about-us/about-lifelock/pr... 7/ L2 00%,08,
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o How dees Lifelock secure my personal mformation?
o How can LifeLock protect my kids and farmly?
o What ts a Fraud Alen?
o What's the difference between a fraud alert and a credit freevze?
o How is LifeLock different from a credit momitoring system”
o Can I cancel at any time?
o What To Expect
o When does LifeLock's Total Service Guarantee take effect”
o Who calls me to fet me know that somcone 1s attempting to obtam credit in my name?
o Will Lifelock keep me from getting new credit?
o What do | do it my 1dentity has been compromised?
o What happens when | apply for erednt”
o Can | get my credit score through Lifelock?
o Does Lifelock monitor my credit card transactions?
o My information is not correct on my credit report: can you fix it for me?

http://web.archive.org/web/20080212043628/www.lifclock.com/about-us/about-lifelock/pr...  7/16/2Q68083
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o Board ol Directors

o Testimonials

o Endorsements

o Privacy Policy

o Terms and Conditions
s Press Room

o 2008 Press Releases
2007 Press Releases
2006 Press Releases
20035 Press Releases
Media

C 0O 0o 0

o Self Service
o Update Credit Card
o Update Address and Phone Number

http://web.archive.org/web/20080212043628/www.lifelock.com/about-us/about-lifelock/pr...  7/1 81206082084
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